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AUDIT SUMMARY 

Our audit of the Virginia State University for the year ended June 30, 2008, found: 

• the financial statements are presented fairly, in all material respects, with generally accepted 
accounting principles, 

• internal control matters that are necessary to bring to management’s attention, and  

• one instance of noncompliance required to be reported under Government Auditing Standards. 

 
We have audited the basic financial statements of Virginia State University as of and for the year 

ended June 30, 2008 and issued our report thereon, dated April 24, 2009.  Our report, included in the Virginia 
State University’s Annual Financial Report 2007 - 2008, is available at the Auditor of Public Accounts’ 
website at www.apa.virginia.gov and at the Virginia State University website at www.vsu.edu. 

http://www.apa.virginia.gov/�
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INTERNAL CONTROL AND COMPLIANCE FINDINGS AND RECOMMENDATIONS 
 

Improve Information Security Program 

 The University’s information security program is missing critical components that will aid in 
safeguarding mission critical and sensitive data.  The University is working towards resuming management 
and operations of its outsourced Information Technology infrastructure.  Without complete documentation of 
all important information security procedures, the University risks even current security practices not being 
continued as staff change.  Therefore, it is critical that the University complete its information security 
program and ensure it has staff which are well trained in the security program’s requirements. 

 The following are the specific components which we found to be incomplete in the University’s 
information security program. 

• Baseline Systems Configuration 

• Systems Interoperability 

• Malicious Code and Virus Protection 

• Threat Management 

• IT Asset Control 

 We recommend that the University continue its efforts to develop and implement these information 
security program components for their IT systems and data.  Addressing these areas of important controls will 
help ensure the integrity and availability of the IT systems and data, and will also help ensure a smoother 
transition to an in-house managed and operated IT environment. 
 
Strengthen Controls over Capital Asset Reporting 

University Financial Reporting must improve their processes over capital asset reporting.  During our 
audit, we found that the Capital Outlay Department incorrectly computed the construction-in-progress asset 
balance, overstating this account by $1.6 million.  Also, the Fixed Asset Department incorrectly capitalized 
library books twice, overstating net depreciable capital assets by $881,000.  Prompt resolution of differences 
in the capital asset reconciliation would have allowed Financial Reporting staff to correct the duplicate asset 
capitalization before completing the financial statements. 

Management should perform a stringent review of the capital asset reporting process to identify potential 
weaknesses and strengthen controls.  The review should address improving the process to resolve differences 
noted in the capital asset reconciliation process promptly, and show the necessary corrections in the final 
financial statements.  Failure to strengthen processes and controls could result in material misstatements in 
future annual financial statements. 
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Improve Controls over Financial Statement Database Application 

The University has an internally developed database application to assist staff in the creation of 
financial reports, including the annual financial statements.  The database uses data extracted from the 
University’s financial system to create reports, because the University’s financial system currently does not 
have the capability to produce the financial statements in accordance with Governmental Accounting 
Standards Board requirements.  Therefore, this database is critical to the University’s ability to produce 
reliable, accurate, prompt financial reports. 

While there are some informal controls relating to testing changes to the application and reconciling 
the output from the application to the financial system, there are no formal controls relating to access, backup, 
approval of changes, version control, and procedures to address other important risks associated with a critical 
application.  Without these controls, the University cannot guarantee the integrity and availability of the data 
that this application produces that is then used to produce financial reports, including the annual financial 
statements. 

We recommend that the University develop control documentation and plans for this critical 
application.  The plan should address granting and controlling access, backup, change approval, version 
control, and other matters important for the integrity and availability of the data. 

Improve Employment Eligibility Verification Process 

The University has implemented improvements in the procedures it follows to ensure that University 
employees and supervisors properly complete Employment Eligibility Verification forms (I-9) in accordance 
with guidance issued by the US Citizenship and Immigration Services of the US Department of Homeland 
Security.  Even so, the University’s I-9 processing has allowed several exceptions to University’s procedures 
to occur.  The University’s procedures require the employee to complete, sign, and date the form on the first 
day of employment.  Additionally, the employer or designated representative must complete, sign, and date 
the form within three business days of employment. 

To allow the Human Resources Division the time necessary to implement corrective action in response 
to the prior year finding, we selected only I-9 Forms produced after February 15, 2008, the date of corrective 
action.  In our population of 32 I-9 forms completed between February 16, 2008 and June 30, 2008, we found 
errors on 17 of the forms as follows: 

• Seven forms failed to have information completed and signed as required on the employee’s first 
day of work. 

• Fourteen forms failed to enter necessary information, or entered information incorrectly. 
• One form failed to display an acceptable document for verifying employment eligibility. 
 
We recommend that the Human Resources Division continue to review the process to complete the I-9 

forms, train human resources staff on the requirements of completing these forms, and develop procedures to 
continuously review all or a sample of the forms for compliance with federal regulations.  The federal 
government has increased its enforcement efforts requiring employers to ensure that all new employees are 
legally entitled to work in the United States.  This increased enforcement makes having a good process in 
place to correctly complete I-9 forms important. 
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 April 24, 2009 
 
 
The Honorable Timothy M. Kaine The Honorable M. Kirkland Cox 
Governor of Virginia Chairman, Joint Legislative Audit 
    and Review Commission 
Board of Visitors 
Virginia State University 

 
 

INDEPENDENT AUDITOR’S REPORT ON INTERNAL CONTROL OVER 
FINANCIAL REPORTING AND ON COMPLIANCE AND OTHER MATTERS 

 
We have audited the financial statements of the business-type activities and discretely presented 

component units of Virginia State University as of and for the year ended June 30, 2008, which collectively 
comprise the University’s basic financial statements and have issued our report thereon dated April 24, 2009.  
Our report was modified to include a reference to other auditors.  We conducted our audit in accordance with 
auditing standards generally accepted in the United States of America and the standards applicable to 
financial audits contained in Government Auditing Standards, issued by the Comptroller General of the 
United States.  We did not consider internal controls over financial reporting or test compliance with certain 
provisions of laws, regulations, contracts, and grant agreements for the financial statements of the component 
units of the University, which were audited by other auditors in accordance with auditing standards generally 
accepted in the United States of America, but not in accordance with Government Auditing Standards. 
 
Internal Control Over Financial Reporting 
 

In planning and performing our audit, we considered the University’s internal control over financial 
reporting as a basis for designing our auditing procedures for the purpose of expressing our opinion on the 
financial statements, but not for the purpose of expressing an opinion on the effectiveness of the University’s 
internal control over financial reporting.  Accordingly, we do not express an opinion on the effectiveness of 
the University’s internal control over financial reporting. 

 
A control deficiency exists when the design or operation of a control does not allow management or 

employees, in the normal course of performing their assigned functions, to prevent or detect misstatements on 
a timely basis.  A significant deficiency is a control deficiency, or combination of control deficiencies, that 
adversely affects the entity’s ability to initiate, authorize, record, process, or report financial data reliably in 
accordance with generally accepted accounting principles such that there is more than a remote likelihood that 
a misstatement of the entity’s financial statements that is more than inconsequential will not be prevented or 
detected by the entity’s internal control over financial reporting.  We consider the deficiencies entitled 
“Improve Information Security Program,” “Strengthen Controls Over Capital Asset Reporting,” and “Improve 
Security over Financial Statement Database Application” which are described in the section titled “Internal 
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Control and Compliance Findings and Recommendations”, to be significant deficiencies in internal control 
over financial reporting. 

 
A material weakness is a significant deficiency, or combination of significant deficiencies, that results 

in more than a remote likelihood that a material misstatement of the financial statements will not be prevented 
or detected by the entity’s internal control over financial reporting. 

 
Our consideration of internal control over financial reporting was for the limited purpose described in 

the first paragraph of this section and would not necessarily identify all deficiencies in the internal control 
over financial reporting that might be significant deficiencies and, accordingly, would not necessarily disclose 
all significant deficiencies that are also considered to be material weaknesses.  However, we believe that none 
of the significant deficiencies described above is a material weakness. 
 
Compliance and Other Matters 
 

As part of obtaining reasonable assurance about whether the University’s financial statements are free 
of material misstatement, we performed tests of its compliance with certain provisions of laws, regulations, 
contracts, and grant agreements, noncompliance with which could have a direct and material effect on the 
determination of financial statement amounts.  However, providing an opinion on compliance with those 
provisions was not an objective of our audit and, accordingly, we do not express such an opinion.  The results 
of our tests disclosed an instance of noncompliance that is required to be reported under Government 
Auditing Standards.  The instance of noncompliance, entitled “Improve Employment Eligibility Verification 
Process,” is described in the section titled “Internal Control and Compliance Findings and 
Recommendations.” 
 
 The University’s response to the findings identified in our audit is included in the section entitled 
“University Response.”  We did not audit the University’s response and, accordingly, we express no opinion on it. 
 
Status of Prior Findings 
 

The University has not completed adequate corrective action with respect to the previously reported 
finding “Improve Employment Eligibility Verification Process.”  Accordingly, we included this finding in the 
section entitled “Internal Control and Compliance Findings and Recommendations.”  The University has 
taken adequate corrective action with respect to audit findings reported in the prior year that are not repeated 
in this report. 

 
Report Distribution and Exit Conference 

 
The “Independent Auditor’s Report on Internal Control over Financial Reporting and on Compliance and 

Other Matters” is intended solely for the information and use of the Governor and General Assembly of Virginia, 
the Board of Visitors, and management, and is not intended to be and should not be used by anyone, other than 
these specified parties.  However, this report is a matter of public record and its distribution is not limited. 
 

We discussed this report with management at an exit conference held on June 5, 2009. 
 

 
 AUDITOR OF PUBLIC ACCOUNTS 
JS/ah 
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